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Abstract: The effectiveness of combining SQL statement parsing with randomization to defend against SQL injection at-
tack (SQLIA) was based on the fact that attackers did not know about the current method of randomization adopted by
system. Therefore, once attackers had mastered the current method of randomization who can launch effective SQLIA. In
order to solve this problem, a SQL injection runtime prevention system based on multi-variant execution was designed,
the multi-variant apply randomization methods from any other, so that illegal SQL statements could not be parsed suc-
cessfully by all variants. Even if attackers had mastered the method of randomization, illegal SQL statements could only
be parsed successfully by a certain variant at most, meanwhile the parsing results of multiple variants were voted to find
the abnormality in time and block attack path. The prototype system SQLMVED is implemented for Web services and
experiments show that the prototype can effectively defeat SQLIA.
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EN=EY . 2)

SELECT account FROM users WHERE login = *zhangsan’ or 1=1-- * AND pass="1234’;

HEAWH 1) 2). 3)

SELECT account FROM users WHERE login = ’zhangsan’ AND pass=""; drop table users -- ’;

HARELE  2). 3). 4)

SELECT account FROM users WHERE login = ’zhangsan” AND (SELECT 1 FROM (SELECT count(¥*),concat((SELECT
account FROM users WHERE login = "zhangsan’),floor(rand(0)*2))x FROM users group by x)a)-- > AND pass="1234";

N
Ba#EH Dy 2) AND pass="1234";

SELECT account FROM users WHERE login = ’zhangsan’ UNION SELECT * FROM users WHERE login = ’zhangsan’ -- ’

CREATE PROCEDURE DBO.isAuthenticated
(@userName varchar2, @pass varchar2, @pin int AS

TSR Dy 2). 3)

EXEC(”SELECT accounts FROM users WHERE login="" +@userName+ >’ AND pass="" +@password+ > AND pin="

+@pin); GO

i /K & 1 (bool blind injection)

SELECT account FROM users WHERE login="zhangsan’ AND SELECT length(database())>n-- > AND pass="1234";

I 18] & ¥ (time blind injection)

SELECT account FROM users WHERE login="zhangsan’ AND if(length(database())>=8,sleep(5),1)-- > AND pass="1234";

LERIG 5)

SELECT account FROM users WHERE login="zhangsan’; exec(char(0x736875746461776¢)) -- AND pass="";
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IV SRRV Valie S wrs liibu g7 L E L )N
R DR o

BiE 1 iR R EE

1) begin

2) request «— getrequst()//ZREH gk

3) if(request != null)

4) kernel uuid«—cat /proc/sys/kernel/ random/ uuid

5) uuid<«—strcat(kernel uuid, time)

6) request.set_header('uuid’, uuid)

7) fori=1to3

8) request«—request

9) response;<—ngx(request;)

10) end for

11) if(compare(response;,response,,responses)— 1)

12) return response,//1Z |1 25 $— 250 1.

13) else

14) return errorcode//iR [FI4 R4 CAY

15) end if

16)end if

17)end

2) BEAERIITIE

Hs PEAREE S TR TU AR IS BRAE S T L — X
TR AR R EEAT, P TEk DU P i sSRAGER
(177 AR HL . R OR1ES 5 R UL SQL 2 H Al —i K
S ROk, S 1 PR 4)~P 5 6k
A P s LD R I 1) 38 97 S ) Sk S 0 47 Sk AT
Pride EBGEERE b, B OOy R FPUsARRS,
Sk 1 bR Ic AR B AL 2 N IR SQL Hy, A
KA P AR 12 bR PR B % VU AN [R) 2R A Y R —
R PER e WoRBIRET 1 B, NIRRT IREE K
SLE P RRR AR R, E R AR R DL R R

APHES SQL .
THIRERF 1 B S
1) begin

2) username«—getinput()

3) passwd«—getinput()

4) request«—getrequst()//FRHH 715K
5) if(request != null)

6) sql_uuid<—request.get header(uuid)

7) query«—"UPDATE wusers SET pass =
" passwd." WHERE login = ".username."
--".sql_uuid.";"

8) execute(query)

9) end if

10) end
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